Putting Al to Work

Understanding Al
Bias
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Learning Objectives

= Analyze how incomplete or biased training data can
distort Al outputs and decision making

" Describe how algorithm design and architecture can
amplify existing patterns of bias

" Recognize how user input can introduce or reinforce
bias In Al responses—often without intent

» Examine how safety filters and moderation systems
are used to limit harmful or inappropriate Al outputs

" |dentify widespread types of Al bias and explain how
they can spread through reused or shared outputs
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Module 12.1: Training Bias

" Training bias occurs when data used to train Al is
incomplete, skewed, or unrepresentative.

= Al models learn from examples, so biased training
data leads to biased outputs.

*Training bias is hidden in large datasets and affects
every output the Al produces; for example, an Al tool
trained on male CEO articles may assume business

leaders are typically men.

= Unlike prompt bias, training bias is foundational and
difficult to correct at runtime.



Module 12.1: Ethics in Action

*Using biased training data can unintentionally
reinforce systemic inequalities.

*Developers must audit datasets and correct
imbalances where possible.

»Users should avoid treating Al outputs as neutral
or universally valid.

*Transparency about data sources builds trust and
accountability.



Module 12.1;: Techie Dive

*Training data is collected from public sources like
books, websites, and forums.

" |If the dataset is narrow or dominated by certain
voices, the model will mirror that imbalance.

*Techniques like data augmentation or balancing
reduce the effects but aren't foolproof.

»Understanding dataset composition is essential
for predicting and mitigating bias.



Module 12.1;: Business Lens

*Training bias can hurt a business’s reputation and
alienate users in hiring or content
recommendations.

*Choose vendors who prioritize ethical sourcing
and test tools for fairness.

= Legal liability may arise from discriminatory Al
decisions in hiring or lending.

" Proactive bias testing prevents costly reputational
damage and legal challenges.
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Module 12.2: Model Bias

* Model bias is introduced by how Al is built (structure,
algorithms, optimization choices).

= A model’s design can reinforce patterns even when its training
data is reasonably balanced.

= Sources of model bias include:
= Objective function design
= RLHF
= Architecture complexity
= Qutput scoring

= Model bias is invisible to end users, as it’s embedded deep in
how a system processes information.

= Even "neutral” tools can reflect embedded priorities that don't
serve everyone equally.



Module 12.2: Ethics in Action

*Bias built into Al design is harder to detect and fix
than training bias.

" Developers must evaluate decisions through
ethical lenses, not just technical ones.

*»Users should recognize embedded priorities that
may not serve everyone equally.

*Transparency about model architecture is
essential for accountability.



Module 12.2: Techie Dive

* Model bias is affected by loss function, sampling
techniques, and output filtering.

»Reinforcement learning from selected feedback
can introduce new biases.

= Mitigation may require rethinking architectures or
reweighting outputs for fairness.

*Technical debt in model design can create
cascading bias effects.



Module 12.2: Business Lens

* Model bias can undermine hiring,
recommendations, or content-delivery goals.

*Choose vendors that explain their model’s
construction and allow auditing for fairness.

» Regular model audits should be a part of Al
governance strategy.

*Consider the long-term costs of biased
recommendations on customer trust.
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Module 12.3: Prompt Bias

* Prompt bias occurs when user phrasing causes the Al to
produce biased results.

* This can be subtle (stereotypical language) or obvious
(excluding certain groups).

" [t’s often unintentional, and it reflects the user’s culture,
habits, or unconscious assumptions.

= Common pitfalls:
* Built-in assumptions
= Stereotypical examples
= Missing diversity context

» Users share responsibility with developers for the fairness
of Al outputs.



Module 12.3: Ethics in Action

*Prompt bias can amplify societal inequality by
reinforcing harmful assumptions.

*Being intentional about language helps prevent
unintended discrimination.

= Ethical prompting combines curiosity with
responsibility.

*»Users must recognize their role in shaping Al
output fairness.



Module 12.3: Techie Dive

" Al models respond to the structure and wording
of input prompts.

*The model reflects the framing you provide, even
with built-in safeguards.

*Developers can't anticipate every biased phrasing
through training alone.

*Prompt design matters just as much as model
design for fair outcomes.



Module 12.3: Business Lens

*Prompt bias in marketing, HR, or content affects
public perception and trust.

"Inclusive prompts reduce backlash and improve
communication across audiences.

*Develop organizational guidelines for prompt
writing to ensure consistency.

*Training employees on bias-aware prompting is a
worthwhile investment.
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Module 12.4: Guardrails and Filters

* These are safety mechanisms built into Al to reduce harmful,
misleading, or inappropriate outputs.

= Types:
= Content classifiers
* Rejection triggers
= System-level rules for risky prompts

= Two approaches:
= Model-level alignment (hard-coded)
= Qutput moderation (real-time)

* Challenges:
= Underblocking (missing harmful content)
= Overblocking (restricting legitimate queries)

* The goal is reducing harm while maintaining access to useful
information.



Module 12.4: Ethics in Action

*» Guardrails raise questions about who decides
what counts as harmful or safe.

= A lack of transparency can lead to bias, uneven
enforcement, and distrust.

" Developers should publish clear safety policies
and allow feedback.

"Users deserve to understand why queries are
blocked and how to rephrase them.



Module 12.4: Techie Dive

*Filters use natural language classifiers trained to
flag categories like hate speech.

*Prompt moderation scans before responding;
output moderation scans after output generation.

= Classifiers are constantly updated and fine-tuned
as new risks emerge.

" False positive and negative rates are key metrics
for filter effectiveness.



Module 12.4: Business Lens

*Filters protect brand integrity and reduce legal
risk in customer-facing Al.

=Qverreliance on rigid filters can block workflows
or lead to missed opportunities.

»Understand filter settings and consider fine-
tuning them if the platform allows.

*Document filter issues to provide feedback to Al
vendors.
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Module 12.5: Common Biases and

Propagation

= Common biases:
= Gender stereotypes
= Cultural/regional bias
= Socioeconomic bias
= Disability bias
* Al absorbs societal patterns from massive internet-
sourced datasets.

» Bias propagates through reused outputs, training on Al
content, and echo chambers.

* The normalization effect means the more biased content is
reused, the more normal it seems.

" Bias can spread beyond the original Al system into new
tools and decisions.



Module 12.5: Ethics in Action

*The more we reuse biased Al content, the more
normalized bias becomes.

" Developers must consider how tools are used,
updated, and reused.

» Responsible users ask the following before sharing
an output:
" |s this fair?
" |t it inclusive?
" |[s it accurate?

" Being able to critically evaluate Al outputs is an
essential digital literacy skill.



Module 12.5: Techie Dive

* Al models don't understand fairness: They reflect
patterns in their data.

" |f data contains bias, the model will repeat it.

"“Debiasing” techniques exist but are evolving and
can introduce new tradeoffs.

" Research into fairness metrics and bias detection
Is an active area of development.



Module 12.5: Business Lens

*Biased output in ads, hiring, or support can
damage a business’s reputation and alienate
groups.

»Review and edit Al content before publishing to
catch bias.

*Promote diversity in datasets, tools, and the
people behind business decisions.

= Establish review processes to catch biased
content before it reaches customers.



I
Key Takeaways

= Al bias enters at multjiole stages: training data, model design, user
prompts, and safety filters.

* Training bias is foundational and hidden, and it affects every output and
is difficult to correct.

= Model bias stems from design choices that may prioritize certain
outcomes over fairness.

* Prompt bias is often unintentional but significantly shapes Al outputs.
* Guardrails protect against harm but raise transparency and access

questions.

: E:ommon biases propagate when outputs are reused, creating feedback
00pSs.

= Understanding Al bias is essential for developing fair and responsible
systems.

= Responsible Al use requires ongoing vigilance, critical evaluation, and
accountability.
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